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What's new in this version

Thisistheinitia version of Configuring the SonicWALL TZ215 Router fro NAT Traversal,
introduced in Wave 4.0.

For details on everything that’s new in Wave 4.0, see the Wave 4.0 Release Notes.
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Chapter 1

About Using NAT Traversal with Wave

CHAPTER CONTENTS

Overview

OVEIVIBW . o ot e e e 1-1

NAT traversal is one method to enhance Wave remote phone integration.

NAT traversal establishes and maintains | P connections that traverse network address
translation (NAT) gateways. NAT provides automated translation of 1P addresses between
different networks. For example, a company might use private I|P addresses on aLAN that are
represented by a single |P address on the WAN side of your router.

In order to use NAT traversal with Wave, you need to perform the following tasks:
« Enable and configure NAT traversal on your Wave Server. See Chapter 2.
e Configure your router. See Chapter 3.

Important: Thisguide describeshow to configure the Dell™ SonicWALL ™ TZ215 Network
Security Appliance. While these configuration steps and settings should apply to other
SonicWALL routers, testing was only performed on this specific model.
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Chapter 2

Configuring NAT Traversal on the Wave Server

CHAPTER CONTENTS
Enabling NAT traversal and specifying STUN servers . ................... 2-1

Configuring remote users for NAT traversal . ........................... 2-6

This chapter describes the stepsto configure NAT traversal on the Wave Server.

For complete details on how to configure Wave's | P telephony features, see Chapter 6 in the
Wave Global Administrator Guide.

Enabling NAT traversal and specifying STUN servers

Session Traversal Utilitiesfor NAT (STUN) isapublic service that is used to aid a phone or
phone system in properly routing signaling so acall issuccessful and audio ispresent. A STUN
server allows NAT clients (for example computers behind a firewall) to set up phone callsto a
Vol P provider hosted outside of the local Wave network.
When you deploy NAT traversal, best practice isto specify more than one STUN server.

» Atleast one STUN server must be specified for auto discovery to work.

o Typicaly aminimum of two STUN servers are specified to provide some level of fault
tolerance.

e You can specify up to 3 STUN Servers.
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To enable NAT traversal and specify STUN servers

1. Inthe Global Administrator Management Console, click IP Telephony, located in the
PBX Administration section.

2. Click Advanced.

IP Telephony

=+ 1 Signaling Protocols
o =P ¥ SIP Enahled

System Parameters

- # Advanced Codec Settings

- # DTMF Transport Settings

- # Quality of Service (QOS) Advanced. .. |

- # [P Telephone Settings

. Call Routing

- # Default Inbound Routing

-# Signaling Contral Points

. Bandwidth Management

Lo # ZOnes

SIP Local IP Address: [172.18.8.2 |

Restore | Aapaly | Done | Help |
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2-3

3.

On the NAT Traversal tab, select the following options:

SIP Advanced Parameters

Chapter 2 Configuring NAT Traversal on the Wave Server

Enable NAT Traversal Support
Auto discover Wave global addresses using STUN.

General | Global Authentication MAT Traversal
[V Enable NAT Traversal Support

SIP phones with 'Outside LAN' enabled require access to a public Time
Server (WTF) to operate correctly, Ensure that the Primary Time Server
specified for Wave in the General Settings applet, Time Service tab is
Internet-accessible.

Address/Mosthame Fort:

STUN Server 1: [ [3478
STUN Server 2: | [3478
STUN Server 3: [ [3478

Advanced Settings...

" Lze the following \Wave global addresses

Glotal 19 I

Please configure your MAT device/router with the follawing IF address
and port forwarding:

Service | Parts | Type | IP Address
SIF S060 TCPAJDP 12082
RTF 16384 - 17383 LDP 1E28H2
17384 - 17639 LoP 172.18.8.4

17540 - 17895 LDF 172.18.8.5

17896 - 18151 DR 172.18.8.6

TR 69 LDP 1720080

< |

cove |

You typically do not need to change the default STUN advanced settings.

Release 4.0

N¥vertical Configuring the SonicWALL TZ215 Router for NAT Traversal

June 2013



Enabling NAT traversal and specifying STUN servers 2-4

Chapter 2 Configuring NAT Traversal on the Wave Server

4,  For STUN Server 1, STUN Server 2, and STUN Server 3, enter the |P address or hostname
of each STUN Server you are using.

Important: Note the table at the bottom of the SIP Advanced Parameters dialog on the
previous page that lists the RTP port ranges and | P addresses used by each of the SIP
endpoints on the Wave Server—the VAM and three MRM DSPs. You will usethe IP
address and port range information listed here when you configure your router for NAT
traversal, as described in Chapter 3. In this example, the four RTP services listed are for
(in top-down order) the VAM, MRMA, MRMB, and MRMC.

5. Click OK.

To configure the SCP
6. Expand Call Routing in the left pane, and then click Signaling Control Points.

IP Telephony
"E;igr;allbl::ng Protocals Route Step Timeout: IQ & l seconds

System Parameters Marne

- @ Advanced Codec Sett.lngs EromyFMIeD =
- # DTMF Transport Settings ProServCustomer

- @ Quality of Service (QOS) PeellE

- # [P Telephone Settings Tp|sTst
Call Routing

- # Default Inbound Raouting (J:Jn?gt%rcy;_ ink Test
= ¥-ionaling Control Points o5
dwidth Management
ki Ban 9 Cv5-130
----- # Zones CvS-14
CWS5-12

~Santa Clara SF
~Santa Clara FF

WPr180

ToSurefoot

ACToSurefoot2

Milindvave 1681

FHx TV

~Phixalpha =

Rinfrmt-Tr

< | LI_I
Edit... | Mew... | Delets |
Restore | Aaply | Done | Help |
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Enabling NAT traversal and specifying STUN servers

7. Select your ITSP's SCP and then click Edit.

8.  Click the SIP Settings tab. In the Inbound/Outbound Settings section, select the SCP is
located outside of Wave's network checkbox.

Signaling Control Point ¢ il

Name:ISampIe

Inbound Routingl Outhound Routing  SIP Settings

User Name: 4075558777
Proxy Server: IlD.D.1.2
Part: fs0en

r Inbound/Outbound Settings

¥ SCP is located outside of Wawe's network
This SCP will: " Receiva registration from Contact

& Register with a Prowy/Registrar

- Authentication Settings
[v Authentication Required
Authentication Mame:

ISmiﬂﬂ

Password:

rReqgistration Settings

[¥ Registration Required

Registrar Server: |172' 18.6.4

Registrar Port: ISDISD|

I******

I******

Verify Password: Registration Expires (secs)

& Lze System Default

 Custom 300

Preferred DTMF Transport ISIP INFO :I'

Advanced Settings... |

cove |

9. Click oK, and then exit I P Telephony.
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Chapter 2 Configuring NAT Traversal on the Wave Server

Configuring remote users for NAT traversal
Perform the following step for each Wave user with aremote SIP phone (a SIP phone that is
outside your Wave network).

1. IntheGlobal Administrator Management Console, click User/Group Management,
located in the PBX Administration section.

2. Edit the user, and select Phone > Networking in the |eft pane.

- User ¥ Phone iz located outside Wave's LAM:
[l-Yoice Mail
& Phone (+ Phone uses NAT

- Call Handling * Configure phone ta use the default Wave STUN servers

- Station Features . X . X
(" Configure phone to discover its global address using STUM

- SIP STUM gerver: |
- Softphone

- Automatic Log Dut S it |34?8
- Networking

“Wave Phonebook

- Audio

[+ Security

- Queue

- Dial-by-name Directory

- WiewPoint

[#- Sharing

QK I Cancel Help

3. Select thefollowing options:
¢« Phoneis located outside Wave’'s LAN
¢ Phone uses NAT

4.  Select one of the following:

e Configure phone to use the default Wave STUN servers. Select this option if you
want this user to use the STUN servers that you specified via | P Telephony. In most
cases, you should select this option.

e Configure phone to discover its global address using STUN. Select this option if you
want this user to use a different STUN server, then specify the STUN server’'s|P
address or hostname.

5. Click OK to save the user.
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Chapter 3

Configuring the SonicWALL Router for NAT Traversal

CHAPTER CONTENTS

Configuration overview . . ......... . i e e 3-2
Configuration requirements . . . .. ... . 3-2
Configuring VoIP settings . . ... . i e 3-4
Creatingaddress objects. . . ... . . 3-5
Creating service objects .. ... ... . ... . 3-9
Creating ServiCe groUPS. . . . vttt e e 3-13
Creating accessS rules . ... .. i e 3-16
Creating NAT policies . . ... ..o e e 3-19

The stepsdescribed in this chapter assumethat you have ageneric public-WAN-to-private-LAN
network configuration. If you have a special-case or more customized or complex network—
for example with multiple addresses or multiple zones—you will need to resolve any
configuration issues using your router’'s documentation or your router vendor.

This chapter does not cover every step of configuring the SonicWALL router for your
environment—only the steps required to configure the router to support NAT traversal with
Wave.

Perform the steps in this chapter in the order indicated.
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Chapter 3 Configuring the SonicWALL Router for NAT Traversal

Configuration overview

Configuring your SonicWALL router for NAT traversal with Wave consists of the following
tasks. The specific components that you need to create are described in the next section.

e Configuring Vol P settings.

e Creating address objects. An address object specifies the |P address of a specific
network-addressabl e hardware component on the Wave Server.

e Creating service objects. A service object defines the |P protocol and the port range
used for each type of service.

< Creating service groups. A service group defines agroup of service objects, and is used
when creating access rules and NAT policies.

e Creating an accessrule. An access rule gives permission for traffic to pass through the
firewall and how.

e Creating NAT policies. NAT policies describe the route traffic takes—identifying how
traffic from a specific port range is routed to a particular | P address on the Wave Server.

Configuration requirements

This section describes the specific components that you need to configure on your SonicWAL L
router to support NAT traversal with Wave.

Address object requirements

The address objects that you need to create depend on your Wave Server’'s hardware
configuration:

* Wave Address Object. This address object identifies the IP address of the Wave
Server.

¢ MRM Address Objects. You create an address object for each IP addresson a
media resource module (MRM)), if oneisinstalled. An MRM has 1-3 | P addresses,
depending on the model installed:

¢ AnMRMA has one IP address and requires one address object, MRMA.

«  AnMRMB hastwo | P addresses and requires two address objects, MRMA
and MRMB.

N¥vertical Configuring the SonicWALL TZ215 Router for NAT Traversal
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«  AnMRMC hasthree | P addresses and requires three address objects, MRMA,
MRMB, and MRMC.

Service object requirements

The service objects that you need to create depend on your Wave Server’'s hardware
configuration:;

e Wave Service Object.

« MRM Service Objects. You create a service object for each |P address on amedia
resource module (MRM), if oneisinstalled.

«  An MRMA requires one service object, MRMA.
«  An MRMB requires two service objects, MRMA and MRMB.
«  An MRMC requires three service objects, MRMA, MRMB, and MRMC.

Service group requirements

You nheed to create two service groups:

« Wave Services Group. This group contains the Wave Service Object that you
created, aswell asthe default SonicWALL service objects SIPand TFTP. The Wave
Service Group will be used when creating NAT palicies.

« All Wave Services Group. Thisgroup include all of the service objectsincluded in
the Wave Service Group, as well as each MRM Service Object that you created
previously. The All Wave Service Group will be used when creating access rules.

Access rule requirements
You need to create an access rule that allows all Wave traffic to pass through the firewall at all
times.

NAT policy requirements

You need to create aNAT policy for the Wave Address Object and each MRM Address Object
that you created previoudly.
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Configuring VoIP settings

1 Logininto your SonicWALL router:

SONICWALL™>

Network Security Login

2 Choose VoIP > Settings in the navigation pane:

SONICWALL™® | Network Security Appliance

Mode: Non-onfig b
Settings

[ Accent | Cance

General Settings

P Enstie consistent NAT

SIP Settings

™ eras

L 7 Eeiin i 393 Teamedoronn o
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3 Makethefollowing changes:

¢ Select the Enable Consistent NAT checkbox. Consistent NAT ensures that the same
ports are used on each request. Thisis required to allow Vol P audio to passreliably.

« Deselect the Enable SIP Transformations checkbox. Thisis Sonicwall's attempted
NAT traversal setting and enabling it will compete with Wave's NAT traversal efforts.

¢ Deselect the Enable H.323 Transformations checkbox. Wave does not use H.323.

4 Click Accept to apply your changes.

Creating address objects

See “Configuration overview” on page 3-2 for details on the specific address objects you need
to create.

1 Choose Firewall > Address Objects in the navigation pane:

SONICWALL urity Appliance

Hode: MNon-config v

Address Objects

F@erE

Address Growps e ! to 39 {of 33) (m]s
,%‘1 . ew Styier 0% Al Address Objects ™ Custom Address Objects r:r‘:_:;::':u:::er': Ga b Address Objects ¥ ;
Address Detal Type: Zane Canfigure Comments:
WD
T}
WD
En -
-
'@ o .
i
» &) »
r 0 an _
» o v
LU #
» B ssLwer 5
-
Status: Read -

The screen that opens shows address groups, which are collections of address objects.
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2 To create anew address object, click Go to Address Objects.

SONICWALL™ Metwork Security Appliance

Hode: Hon-gonfig

x|
Address Objects
Address Groups Toees [! to 39 (of 35) (lafein
Access udes =
50 Rules e
oo Control Advanced F s = MName Addracs Datad Tyoe Zone Configure Comments
Match Objects e AH Su Group
Action Objects
|- » s onets =]
Address Objects
Service 5 o A e 1P Group
|- » el
e Group
|- » nets =]
T » 7OMZD I = ¥ Growp
i |- » LAN e =]
= |
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3 Click Add:

SONICWALL> Network Security Appliance

Address Objects

Type Zone Configre Commants

L
i

=
]

H S B = ® S M E & =R 0
5

1
£l
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4 For each new address object, enter the following information:

SONICWALL™> Network Security Appliance

Address Objects

» = ter
v B etwork SONIWALL » | Network Security Appliance G0 o Addrass Groups T8
Interfaces
#ines Geete i
Falower
ey T 2 Heme ane Configure Comments
5 o ] T
Address Qbjects
- r 2 bnet
Services
Rouing H 3 var
AT Pobos = -
RP Ready
F s
r, & nse
- et
N 7 4] | _’l =)
s bnet he twork 5
Es - ]
E 1 255.255,255.0
| = " __&

e Name. Enter ameaningful name, for example “Wave’, “MRMA”, “MRMB”, or
“MRMC".

e Zone Assignments. Leave the default, “LAN".
* Type. Leave the default, “Host”.

e IP Address. Enter the IP Address of the hardware component for which you are
adding an address object.

You can view the assigned |P addresses via | P Telephony in the Wave Global
Administrator Management Console, as described in the Important note on page 2-4.

5 Click Add to create the new address object.

6 Repeat steps 3-6 to create the rest of the required address objects. Change the name, but
keep al of the other settings the same for each address object.
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Chapter 3 Configuring the SonicWALL Router for NAT Traversal

Creating service objects

See “Configuration overview” on page 3-2 for details on the specific service groups you need

to create.

1 Choose Firewall > Service Objects in the navigation pane:

SONICWALL> Metwork Security Appliance

Service Objects

Service Groups

ViewSte: @ MlServices O Custom Services © Defaudt Services

T » o Nome Protocs

Port Start Port End Configure Comments

The screen that opens shows service groups, which are collections of service objects.
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2 To create anew service object, click Go to Service Objects.

SONICWALL™ Network Security Appliance

Service Objects

Service Groups

It 35 (of 35) (gl agepm

ced T » = Nome Protocol Port Start Port End Configure Comments

= > Log 7
_I— 3 - 7
e Aoenis 7
_I— 4 C Sarvioes & 4
_I— 3 7

- _l— L4 AL (Cha &

- “ j
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3 Click Add:

SONICWALL® | MNetwork Security Appliance

» 2 Ga to Service Grongs Wl
@ ac/s0 00 m

=

v @l Frens F 2 mame Protoced Part Start Port End Canfigure Comments
Areess Rules r v =
App Fues P e i P & &
App Control Advanced

- . ’ =
T 4 HITPS Ma TCP 4 L4 =
s & &
=g cP 2 & =
() = & =]
F 3 SAKMP 7 = ]
M 0w 399 & =
- F 1o LDap = ] rd =

1
3
L1
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4 For each new service object, enter the following information:

SONICWALL™® | Metwork Security Appliance

ad Cicse

e Name. Enter ameaningful name, for example “VAM RTP’, “MRMA”", “MRMB”, or
“MRMC".

e Protocol. Select UDP(17).
e Port Range. Enter the port range to use for this service object.

You can view the assigned port ranges via | P Telephony in the Wave Global
Administrator Management Console, as described in the Important note on page 2-4.

e Sub Type. Not used.
5 Click Add to save the new service object.

6 Repeat steps 3-5 to create the rest of the required service objects.
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Creating service groups

See “Configuration overview” on page 3-2 for details on the specific service groups you need
to create.

1 To create anew service group, click Go to Service Groups.

SONICWALL™ Netwo

Hetwork
Iniarface Toema I i 500 fof 143
Inferfaces Services Tterms o 50 (of 143

Protodol Port Start Paort Bnd Configure Commeénts

i
v 8

BN BN BN BN BN BN BE B |
£
%

1
b
L

The screen that opens shows service groups, which are collections of service objects.
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2 Click Add Group:

SONICWALL> Network Security Appliance

» B posbons ¢ =
el e
bW S Service obIQCtS
» “ et
» & 36/46podem SErviceE Groups pems |! to 35
b= oo
i - e Sty e e e e 5 ce Otpuets ¥
Add Gn
I » 2 Name Protocol Port Start Port End Configure Comments
H » 7 -
Address Objects [ SomeWALL S50 Agents & =4
Serve Chjects —
Emad Addr Clojits Fr ey 15 agens & '
» 6 ’
v [ o By remndse s
4 H» 7 -
k0 AntSpam 5
» @ VPH - | Y . =
» B - | =
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3 Enter aname for the service group, and then add the Wave, TFTP, and SIP service objects:

d 152.188.0.1

Ready

Den & ot o = | RI00% -

4 Click OK to save the new service group.

5 Repeat steps 2-4 to create another service group called All Wave Services. Add the Wave,
TFTP, and SIP service objects, aswell asal of the MRM service objects that you created
previously.
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Creating access rules
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Creating access rules

See “Configuration overview” on page 3-2 for details on the specific access rules you need to
create.

1 Choose Firewall > Access Rules in the navigation pane:

SONICWALL™> Network Security Appliance

Address Objects

Address Groups I ,— to 39
cte ' Custom Adcress Objects 1 Default Address Objects 59 1o Address Objects 2
Adress Detad Type Zone Configre  Comments
a e ¥ =) ) ﬂ
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2 Click Add.

SONICOWALL™® | Network Security Appliance

Access Rules

’ L]
-]
L]
» - _'._
o 3 oot g = |RK0% =
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3 Usethefollowing settings for therule:

Settiags

G al Afvanced [+ Emmat Bl

& sigw s
I 3
| |
[0 W =
[ = |
[ Bl

- [ g
[

A Internst .

Actions. Click Allow.

From Zone. Select “WAN” from the drop-down list.
To Zone. Select “LAN".

Service. Select “All Wave”.

Source. Select “Any”.

Destination. Select “WAN Primary IP”.

Users Allowed. Select “All”.

Schedule. Select “Alwayson”.

4 Click OK to save the new rule.
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Creating NAT policies
See“ Configuration overview” on page 3-2 for details on the specific NAT policies you need to
create.
1 Choose Network > NAT Policies in the navigation pane.
2 Click Add.
3 Create the Wave Policy. Use the following settings for the rule:

duthemn ool

HAT Policy Settings

Dore ) Irdenet a v R100% -

e Original Source. Select “Any” from the drop-down list.
¢ Translated Source. Select “Original”.

* Original Destination. Select “WAN Primary IP".

e Translated Destination. Select “Wave”.

e Original Service. Select “Wave Services’.

e Translated Service. Select “Origina”.

* Inbound Interface. Select “Any”.

e Outbound Interface. Select “Any”.
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4 Click OK to save the new policy.

5 Repesat steps 2-4 to create the rest of the required NAT policies for each MRM.
¢ Changethe name, for example “MRMA Policy”.

« For Translated Destination, select the appropriate MRM address object from the
drop-down list.

« For Original Service, select the appropriate MRM service object.
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